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1 Introduction

Dear user,

Thank you for choosing Safetica ONE to protect your company. In this manual, you will find
a step-by-step guide taking you through the whole installation process for all supported network en-
vironments. Should you encounter a problem during installation, first consult Safetica ONE Com-
plete Documentation. If you do not find a solution there, please contact technical support at https://
www.safetica.com/support/contact-support.

Safetica ONE is the only mature data security solution designed for scalability and needs of SMBs
and enterprises. Get your valuable data under control with great time to value. Go beyond data loss
prevention with holistic behavior analysis to detect insider threats even earlier and respond even be-
fore they turn into incidents. Leverage insights into company workspace, digital assets, and opera-
tions to optimize costs.

After successful installation of the product, we recommend reading Safetica ONE Complete Docu-
mentation. Here you can find detailed information about initial deployment, examples of usage, eval-
uation of output, or how to solve the most frequent problems.

To quickly master basic practices and usage, use the Safetica ONE Quick Guide.
Thank you,

Your Safetica Team

2 About Safetica ONE

Safetica ONE is an all-in-one solution for data loss prevention and insider threat protection
that helps you identify security risks, manage data flow, and protect sensitive data. It can also facil-
itate your compliance with legal regulations. You can be informed about security incidents with in-
stant alerts and customizable reports. Safetica ONE is easy to deploy and affordable for busi-
nesses of all sizes.

A more detailed introduction to our new products and modules can be found on our website or in

the Safetica Knowledge Base.

Safetica ONE consists of three main products and two extra modules:

Safetica ONE products

Safetica ONE Discovery

Safetica ONE Discovery focuses on security audits of file operations and transfers. It will help you
detect suspicious activities, better understand your security processes, and find out what is hap-

pening inside your organization.

Safetica ONE Protection
With Safetica ONE Protection, you can use flexible DLP policies to secure data and prevent leaks
of important files across varied devices and platforms. You will also have BitLocker encryption and

Safetica Zones at your disposal.

Safetica ONE Enterprise

Safetica ONE Enterprise adds features geared towards big organizations. It enhances your DLP
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solution with automated third-party integrations, multi-domain support for Active Directory, and

workflow management. You will be also able to use your own logo in endpoint notifications.

Safetica modules

With our modules, you can expand your Safetica ONE solution to even more use cases:

Safetica UEBA
Our User and Entity Behavior Analytics module focuses on user activities and insider threats. You

can learn more in the Safetica Knowledge Base.

Safetica Mobile
Our Mobile Device Management (MDM) solution focuses on securing data on mobile devices. You

can learn more in the Safetica Knowledge Base.

Legacy products

Our new alternative for Safetica Auditor is now Safetica Discovery + Safetica UEBA.

Based on customer needs, the new alternative for Safetica DLP is now either Safetica Protec-

tion + Safetica UEBA, or Safetica Enterprise + Safetica UEBA.

We also offer alternatives for Safetica Supervisor features. You can learn more about Applica-

tion control and Web control here and about Print control here. If you are still using this legacy

module, you can find information about it in the Safetica Knowledge Base.

2.1 Architecture

Safetica is based on client-server architecture. The Safetica Client runs on endpoints and commu-
nicates with the server. Together with Safetica Client, the Downloader Agent runs on endpoints and
is used to install, update and manage other client components. To manage, set up, and display ob-
tained data, the Safetica Management Console or WebSafetica is used. Data obtained from indi-
vidual endpoints are stored on a database server. The database also stores the settings for all
Safetica components.

Each of the following parts can be installed on a separate computer.

Safetica Server

The Safetica Server runs as a service on a dedicated server, provides connection between the
database and other Safetica components and enables their remote management.

Recommended hardware and software requirements
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- 2.4 GHz quad-core processor

- 8 GB RAM and more

- 100 GB of available disk space

- A shared or dedicated server, support of virtual machines and cloud hosting
- Requires connection to server with MS SQL 2012 and higher or Azure SQL
- MS Windows Server 2012 and higher (64-bit only)

Note: Only a single server instance can be installed on one computer.

Safetica Management Console

Safetica Management Console is used to set up and manage the Safetica service (server), the
database, Safetica Clients, and Downloader Agents on endpoints. You can also use it to set up all
Safetica features on endpoints. It also displays the output of acquired data, statistics and graphs. It
can run anywhere provided there is a connection to the managed server.

Recommended hardware and software requirements

Only 64-bit operating systems are supported. Other than that, requirements are the same as for
Safetica Client.

Web Safetica

WebSafetica is a web console for managing Safetica and displaying records obtained from end-
points.

Only 64-bit operating systems are supported.

Learn more about its use and deployment in the Safetica Knowledge Base.

Downloader Agent

Downloader Agent is used to manage the Safetica Client on endpoints. It allows remote installation,
updating and other management tasks.

Recommended hardware and software requirements
Downloader Agent for Windows: Requirements are the same as for Safetica Client.

Downloader Agent for macOS: Requirements are the same as for Safetica Client.

Safetica Client

Safetica Client provides all the security and monitoring features of Safetica at endpoints. Client ser-
vice is always launched at operating system startup and provides monitoring, enforces DLP
policies and facilitates communication with the database and server.

Safetica Client installation will also install the Downloader Agent, unless it has been installed previ-
ously.

Safetica Client continues to work, even if the server is not available (e.g. server is down, or the
Safetica Client is on a different network). It uses a local encrypted and protected database where it
stores all settings and logs until it is reconnected to the server again.

Note: The minimum supported version of Safetica Client is 9.0.
Recommended hardware and software requirements

Safetica Client for Windows:


http://go.safetica.com/kb/en

- 2.4 GHz dual-core processor

- 2 GB RAM and more

- 10 GB of available disk space

- MS Windows 7, 8.1, 10, 11 (32-bit [x86] or 64-bit [x64])
- MSI installation package

- .NET 4.7.2 and higher

Safetica Client for macOS:

- 2.4 GHz quad-core processor
- 2 GB RAM and more

- 10 GB of available disk space

- macOS 10.10 and higher. To use the full Protection module feature set, we recommend
10.15 and higher.

Database

The database contains endpoint activity and security logs.

Recommended hardware and software requirements

- MS SQL Server 2012 and higher, or MS SQL Express 2017 and higher, or Azure SQL.

MS SQL Express is part of the universal installer and recommended for up to 200 protected
endpoints.

- 200 GB of available disk space (optimally 500 GB or more, depending on the range of col-
lected data).

- A shared or dedicated server, support of virtual machines, and cloud hosting. The database
can be hosted on one machine together with Safetica Server.

You can find more detailed information about hardware and software requirements in the Safetica
Knowledge Base.

3 Installation

Safetica is installed using a universal installer that includes all necessary components. Once you
run it, you can choose one of the two installation methods:

e Automatic installation (Safetica installation) — automatically installs all components on a com-
puter.

¢ Manual installation (Expert installation and extraction of components) — manual installation of
individual Safetica components.

Choose one of them and continue in the installation. Enter topic text here.

3.1 Automatic installation

After launching the installer, you can choose from two options: Automatic or Manual installation.
This guide will only describe the Automatic installation which installs the server component, admin-
istrative consoles including WebSafetica, IIS web server and Microsoft SQL Server Express data-
base server on the current computer. Clients are installed during the first launch of Safetica after in-
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stallation. Make sure the computer has enough computing power to handle operation of the data-
base, server and also WebSafetica. The recommended configuration is a quad-core processor,

8 GB RAM, 100 GB free disk space. This installation is intended exclusively for testing or for a smal-
ler number of Safetica clients installed on end computers.

If you want to adjust the installation parameters or perform the installation for more clients, we re-
commend choosing the Manual installation. Its description is available in the full manual which you
can open in the installer under Manual installation -> Documentation -> Complete manual.

After launching the Safetica installer, proceed as follows:
1. Click on Automatic installation and confirm the license agreement
2. The next step displays the hardware requirements. Read them and continue.

3. Enter a strong password for the default administrator account safetica. Confirm the license
conditions of the SQL server and start the installation by clicking Install.

Note: WebSafetica uses the Microsoft [IS web server and is available on ports 80 and 443.
Make sure that there is no application running on the computer that would block ports 80 and

443 or configure different IS ports after installation.

3.2 Manual installation

Please follow this procedure for Safetica deployment:

1. Before installation please check whether your network fulfils the deployment conditions.

2. Install the server on selected computers. During installation, choose which database will be
used by server for storing data.

Install the console or WebSafetica on the PC from which you want to manage Safetica.

Using console, connect to the server and perform initial Safetica configuration.

Install Downloader Agent on the endpoints.

o g &~ w

Use console to install the client on the endpoints (client installation via console is only pos-
sible on computers with Downloader Agent installed).

After deploying all components and checking if everything has been correctly installed, you can
start working with Safetica.

In the chapters below you can find a more detailed description of each deployment step.

3.2.1 Beforeinstallation
Take the following steps before installation:

1. Check whether the hardware and software requirements of all three Safetica components
are met.

2. Analyze your corporate network:

o Decide on what PCs you are going to install the server in your environment. When making
the decision, take the following into account:

= The PC with Safetica server must be able to connect to the SQL server on which the
main databases will be stored.

= Depending on the number of SECs connected and the database server type, set how
many servers you wish to install in your environment. The number of SECs that can
connect to one server is limited by the SQL database which the server uses for storing



data — see below.

o Decide on what PCs you are going to install the console in your network. The PC with con-
sole must be able to connect to all servers you wish to administer by using the administra-
tion console.

o Decide on what PCs you are going to install Downloader Agent in your network.

= The PC with Downloader Agent must be able to connect to some server in your environ-
ment.

o Decide on what PCs you are going to install the Safetica client in your network. When mak-
ing the decision, take the following into account:

= For every Safetica client, decide what server it will be connected to. Not every PC will be
connected to all PCs with server.

= The PC with client must be able to connect to some server in your environment.

0 Select and designate SQL servers on which the central databases of the individual server
will be stored. When making the decision, take the following into account:

= Every server needs three designated databases on the SQL server: one for settings,
one for records and one for the category database.

3. Before installing the various Safetica components (server, console, client), ensure they will
not be blocked by a firewall or antivirus software.

0 Add exceptions for incoming connections to the process STAService.exe and the following
ports on the PCs on which the server will be installed:

= 4438 (communication client -> server, database).
= 4441, 4442 (communication console -> server).

0 Add exceptions for the process STAConsole.exe on the PCs on which you will install the
console.

0 Set exceptions for the following processes on the PCs on which you will install the client:
STCService.exe, STUserApp.exe, Safetica.exe, outgoing and incoming connections.

0 Set exceptions for port 1433 (default port for database connection) on the PCs on which
you will install the databases.

= 1443 (communication client, server -> database).
4. Download the universal installer with the latest Safetica release.

0 The universal installer contains all components necessary for installation.

3.2.2 Installing server

Safetica server ensures that all Safetica clients, the console and the databases are interconnected.
To perform the installation, proceed as follows:

1. Launch the universal installer that you have downloaded. After selecting your language, and
agreeing to the license terms, go to Installation > Safetica Management Service.



& Safetica ONE = >
Installation
Files necessary for the installation. s

Safetica Management Service
ShAS The server component, Indudes dient installers. The installer
extraction can take a few minutes.

Safetica Management Console, WebSafetica
WEB The management console for setting servers, dients and agents and
for displaying records.

Safetica Agent

The endpoint enrollment component designed for smooth remote

management (installation, update and support).

Optionak Safetica Client

The Windows endpoint component is for expert installation only, The 27-hit

recommended way to deploy endpoints is via Safetica Agent, &4-hit
Help « Back Cancel

Here you several options:
0 Run the installation directly from the universal installer by clicking on Run Installer.
o Extract only the server installer, which you can then use separately for later installation.

Note: In the third part Tools and Components you will find components essential for cor-
rect installation of the client or Microsoft SQL Server 2017 Express. If you are going to
install Microsoft SQL Server 2017 Express from this installer, make sure you have in-
stalled the Microsoft Installer 4.5 component. If this component is not installed, install it
now.

. After running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms. Select the installation folder.

. Select the Installation Folder.

5. This is followed by an important step of configuring Microsoft SQL Server where the in-
stalled server will store its databases.

Furthermore, please specify:

o Enable automatic definition update — by selecting this option you allow console to automat-
ically install the updates of definitions (if Internet and database connections are available).
The updating process may increase the workload of the SQL Server. This setting can be
changed any time you like in Console -> Maintenance -> Update -> Definition updates.

0 Send statistics automatically — select this option to allow console to send anonymous stat-
istical information to Safetica a.s. which in turn allows us to actively solve any problems
and to improve the product. No sensitive information or security-related information is sent.
You can change this setting any time you like in Console -> Maintenance -> Database
management -> Maintenance -> Statistics sending.

It is advisable to keep both the options enabled.
. Complete the installation. Server will install and then launch automatically.

. Once the installation has successfully completed, verify that the STAService.exe is running
(Task Manager -> Services -> STAService — running)
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9. Finally, verify that you have added exceptions to your firewall and antivirus for the STASer-
vice.exe process and that ports 4438, 4441 and 4442 are not blocked.

Note: By default, console uses ports 4441, 4442 for connecting to server and client uses port 4438.
You can change the settings to use different ports as well.

3.2.2.1 Microsoft SQL Server settings

Next, you must choose the SQL Server on which the server will store the databases. You can
choose from the following options:

a. Custom SQL Server — If choosing this option, you can use your existing Microsoft SQL Server
installation to create the database. Supported Microsoft SQL Servers are listed in the require-
ments. For a description of the configuration, continue to Configuring an Existing SQL Server.

b. New installation of SQL Server Express — If choosing this option, you will install Microsoft SQL
Server 2017 Express on your existing PC. The new server will be used for creating the server
databases. For a description of the installation, continue to Installation of New SQL Server Ex-
press.

c. Use existing SQL Server Express — If you have an existing instance of Microsoft SQL Server
2017 Express on the PC where you are going to install server, you can choose this last option.
The existing SQL Server will be used for storing server databases. For a description of the
configuration, continue to Configuring an Existing SQL Server.

S safetica Management Service — b4
f t - SQL server selection
9 a e I c a Selecting the SQL server, with which will SMS communicate

Choose with which SQL server will Safetica Management Service communicate:

Custom SQL server
e
\}!‘:-E Uses a 50L server of your choice {on this or on a different computer, of a
=] different edition, etc.), minimal required version of Microsoft SQL Server is
2008,

New installation of SQL Server Express
e
\}" Installs a new instance of Microsoft SQL Server 2012 SP2 Express on this
+ computer,

Use existing SQL Server Express

= Uses existing instance of SQL server Express from this computer, minimal
2 required version of Microsoft SQL Server is 2008 R2 Express,

< Back Cancel

Configuring an Existing SQL server
If you choose your own SQL server during Safetica server installation, you need to check first if this
server is correctly set for storing databases.

e Check whether SQL Server authentication is set to mixed mode — SQL Server authentication
and Windows authentication (Microsoft SQL Server Management Studio -> Server settings -
> Security -> SQL Server and Windows Authentication mode).

e The SQL server must be available in the network via the TCP/IP protocol (SQL Server Con-
figuration Manager -> SQL Server Network Configuration -> TCP/IP Enabled).

e Auser with administration rights (sysadmin) must be created in the SQL server. Apply this
user when entering the data.

If you have no SQL server installed, follow the instructions and go to Installation of User's Own SQL
Server.

If you have the SQL Server installed and it meets all criteria set the opening section, you can begin

11



the configuration:
1. First complete the following:

o IP or address — enter the IP address or SQL Server name here. The SQL server must be
available via this address or name both for newly installed server and for Safetica clients
that will connect via this server. When filling this in, you can specify the SQL Server in-
stance (e.g. 192.168.100.1\InstanceName). If entering a plain IP address or name, the de-
fault SQL server instance will be applied.

o User name — enter the name of the user for the SQL server. The user must have adminis-
tration rights (sysadmin). The user will be applied for creating and connecting to all three
databases that will be automatically created on the SQL server after server installation.

0 Password — SQL server username.

o Database name prefix — adds a prefix in front of the database name. For instance, when
using the db prefix, the resulting database name will be db_data.

S safetica Management Service = x
f t . Connection settings
g a e I c a SQL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SM5
and all of itz dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service. For default prefix 'safetica’ the names would be
safetica_main, safetica_data and safetica_category.

1P or address: | SERVEROZ|

User name: | safetica

D .l
F i

Database name prefoc | safetica

Skip =5

2. Click Verify and save.

3. Click Next and finish server installation. After completing the server installation, a database
named safetica_data will be created on the SQL server.

Note: You can later change the connection of the database to the server via the console in the
Server settings section.

Microsoft SQL Server installation
If you don't have SQL Server installed proceed as follows when installing new SQL Server:

1. Install MS SQL on your server from the following components.

% 50L Server 2008 Setup _ofx|
Feature Selection

Select the Express with Advanced Services features to install. For clustered installtions, only Database Engine Services and Analysis
Services can be clustered.

Ready to Install
Installation Progress
Complete.

Select All Unselect All
[ereros Server, [

<Back Next > e |
4
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2. Set up Mixed mode authentication in the relevant installation step.

I SOL Server 2008 Setup

Database Engine Configuration

Speciy Database Engine authentication security mode, administrators and data drectories.

Setup Support Rules
Feature Selection
Instance Configuration

Account Provisioning | Dats Directories | FILESTREAM

Specky th et e

Server Configuration
Database Engine Configuration
Entor and Usage Reporting

€ Windows authentication mode
& Mixed Mode (SQL Server authentication and Windows authentication)

Instaltion Rues Buitin SQL Server account
Ready to Tnstal Enter password,
Inscaltion Progress P —
Complete
Specky SQL Server sdninstrators
QL Server admnsrators
have unestrted sccess to
the Database Enghe.
[Add Current User || add... | Remove
<ok | x> | concd | wep |

4

3. Make sure that you have the MS SQL server set to listen, for example, on port 1433. You
can do this using the Sql Server Configuration Manager tool

‘i Sal Server Configuration Manager TP/ Prageti

21
vew Heb o s |
Protocol Iresses
o=
8 1p1
T8 5L server Confguration Manager (locd) | ProtocolName Setus o o =
E_ SQL Server Services 3 Shared Memory  Enabled Enabled No
&5, QL Server Network Configuration 4 Named Pipes Disabled ress
Protocols for SQLEHPRESS Freee Enatied e ioz16002
Protocols for SQLEXPRESSSP2 Fin Diabled o
2 5QL Native Client 10.0 Configuration o

2
active ves
Enabled No
1P Address 127.0.0.1
TCP Dynamic Parts 0
TP ort

B pall
TCP Dynamic Ports.
TP Port 1433

Active

Indicates whether the selected IP Address is active.

[ = D L |

4. Create a new MS SQL user with sufficient rights to create databases using the Sqgl Server

Management Studio tool. Select the authentication type in the setup as SQL Server authen-
tication and enter a new password.

R Microsoft SQL Server Management Studio

File Edt View Debug Tools Window Community Help

£ 11 New Query | [y | £ A=A AT

=10
Seleclapap 5 Sciipt + [ Help
Comnect~ &) ) m T 2 F & General
El 3 localhost (SQL Server 10.50.1500 - PRODUCTION Search

= [ Databases
[ System Databases
[ Database Snapshots

& Server Roles
47 User Mapping
1 Securables
147 Status

Login name: [sal_user

€ Windows authertication
# SQL Server authentication

13 s1 Password
1y s2
Iy ss Corfirm password:
B E ,, I=| Speciy old password
&) Old password: [
‘i‘ Fiter ¥ Enforce password policy
Start Powershell [ Enforce password expiation
— R ¥ User must chiangs password at next login
eport
i —_— € Mapped o cetficate: [ =l
Refresh
Aa erre € Mappedto asymmetic key | =
[# [ Server Roles
& [ Credentials I Map to Credertial [ =l ndd

5 soipt + [ Help

Server role is used to grant serverwide securty privieges to a user,
User Mapping

Securables

(] processadmin
(] public
(] securtyadmin

(] serveradmin
] setupadmin
(] sysadmin

The connection of server to these databases is set via console in section Server settings.
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Installing a new SQL Server Express

If you do not own any SQL Server, you can install Microsoft SQL Server 2017 Express from this in-
staller.

Note: The Express edition comes with the following restrictions:

e It uses only one processor.

e |t uses maximum 1 GB of RAM.

e The maximum database size is 10 GB.
Due to these restrictions to the MS SQL Express server, the maximum number of seats is 250.
In the configuration of the new SQL Server the following settings are entered by default:

e The SQL server instance name is MSSQLSERVER.

e The default password for the user "sa" is set to "S@fetic@2004". The "sa" user will be used
for database access.

Note: If the group policy (local or domain policy) defines a certain password complexity, then a
password must be entered for SQL installation that corresponds to the policy set.

After clicking the Use default values checkbox, you can change the data shown above. For security
reasons, we recommend using a different name for the user "sa".

After accepting the License Terms of Microsoft SQL Server 2017 Express, you can click Next to
launch the SQL server installation.

After completion of SQL Server Express installation, click Next and enter the SQL server username
and password for the server that will be used for database access. The default user is safetica with
password S@fetic@2004. For security reasons, we recommend changing the default user pass-
word safetica.

S Safetica Management Service — X
f t - SQL server configuration
9 a e I c a Sets parameters for the selected SQL server

The selected 5QL server will be configured by dicking the Next button. TCP connection and
SQL authentication will be allowed and firewall will be configured to allow SQL server
applications. Then will be added the SQL account, which will SM5 use to connect to database.
Only an SGQL server on this computer can be configured and only by a user with appropriate
privileges.

User name: | safetical |

Skip ===

Click Next.

When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.
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S safetica Management Service — *
f t'l Connection settings
9 a e I c a SQL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing QL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service. For default prefix 'safetica’ the names would be
safetica_main, safetica_data and safetica_category.

1P or address: | SERVER02|

User name: | safetica

Password:

Database name prefoc | safetica

Skip ===

Continue and finish server installation. After successful completion of the server installation, a data-
base named safetica_data will be created on the SQL server.

Note: You can later change the connection to the server via the console in the Server settings sec-
tion.

Configuring existing SQL Server Express

If you have Microsoft SQL Server 2017 Express already installed on the PC where you are installing
the server, you can use it for creating the databases. The installer will automatically re-configure
the existing SQL server installation on that PC. Server will automatically connect to this instance
and create the respective databases after installation.

Note: The Express edition comes with the following restrictions:
e |t uses only one processor.
¢ |t uses maximum 1 GB of RAM.
e The maximum database size is 10 GB.
Due to these restrictions to the MS SQL Express server, the maximum number of seats is 250.

In the first dialog enter the SQL server username and password for the server that will be used for
database access. The default user is safetica with password S@fetic@2004. For security reas-
ons, we recommend changing the default user password safetica.

S safetica Management Service = x
f t s SQL server configuration
9 a e I c a Sets parameters for the selected SQL server

The selected SQL server will be configured by dicking the Next button. TCP connection and
SQL authentication will be allowed and firewall will be configured to allow SQL server
applications. Then will be added the SQL account, which will SMS use to connect to database.
Only an SGQL server on this computer can be configured and only by a user with appropriate
privileges.

User name: | safetical |

Skip ===

Click Next.
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When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.

S Safetica Management Service — X
f t. Connection settings
S a e I c a SCL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service, For default prefix ‘safetica’ the names would be
safetica_main, safetica_data and safetica_category.

1P or address: | SERVERDZ|

User name: | safetica

Password:

Database name prefioc | safetica

Skip =

Continue and finish server installation. After successful completion of the server configuration, a
database named safetica_data will be created on the SQL server.

Note: You can later change the connection to the server via the console in the Server settings sec-
tion.

3.2.3 Installing console

The console is the central point for managing the software. It is used for setting up and managing
both clients and servers as well as for database management, and of course for the management
of Safetica modules. The console also shows statistics, charts, and monitoring outputs. By using
the console, you can manage multiple instances of Safetica servers. All you need is a console run-
ning on any computer that can access the managed server. Neither the number of console installa-
tions nor the number of its users is limited by the license.

Proceed with the installations as follows:

1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation -> Safetica Management Con-
sole.

2. Here you several options:
o Run the setup directly from the universal installer by clicking on the Run installer button.
o Extract only the console installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
proper function of Safetica Client or Microsoft SQL Server 2017 Express.

3. Atfter running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms. Select the installation folder
and complete the installation.

4. Finally, verify that you have added exceptions to your firewall and antivirus for the STACon-
sole.exe process.

3.2.4 Installing client

Safetica client is the last component of the Safetica product that you need to install. It is an essen-
tial component. On the client computers, it ensures the enforcement of DLP policies and ensures
that all the features configured in console run properly. For end users, it can also provide a set of
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security tools for their own use.

Recommended installation procedure

1. Install Downloader Agent on the endpoint.

2. Safetica client installation should be performed remotely over Maintenance -> Update and
deploy.

Manual installation using the universal installer

1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation > Safetica Management Client
x86 or x64 — this depends on which operating system version is installed on the endpoint.

2. Here you several options:
0 Run the setup directly from the universal installer by clicking on the Run installer button.
o0 Extract only the client installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
proper function of Safetica Client or Microsoft SQL Server 2017 Express.

3. You will be asked to enter the following information before extraction or running the installer:
0 Server address — address of server for client to connect to.

Note: You can enter multiple addresses that client can use for connecting to a single
server. This is useful in scenarios where client is installed on a laptop that is used also
outside company premises, where it will have a different address for server connection.
If you enter multiple addresses, separate them with the | symbol. Example:
192.168.100.2|158.142.12.10|145.65.87.22.

o0 Port - port on which the server listens. The default is 4438.

0 Language of client — language of the client.

q Safetica Setup — b4
Configuration
MSI Installation Package Configuration

Please configure following parameters of the dient installation package:

Server address | 192.168.0.1] |
address |alternative address|...

port
Language of Client | English ~
Help < Back Cancel

4. Select the installation folder.

5. You can verify successful installation from the console where you will find icon L in the
user tree with the name of the endpoint. If you cannot find the endpoint in the console, verify
that the STCService.exe service is running on the endpoint (Windows Task Manager > Ser-
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vices > STCService — running) and make sure that in your firewall and antivirus you have
established exceptions for the following processes: STCService.exe, STPCLock.exe,
STMonitor.exe, STUserApp.exe, and Safetica.exe.

3.3 Initial configuration

After successfully installing Safetica Management Console and server, the whole system must be
set up properly. Only then will you be able to start installing the Downloader Agent and Safetica Cli-
ent on endpoints. All administration and settings are performed via Safetica Management Console.

Overview of main configuration steps:

1. Start Safetica Management Console. In the dialog box, enter the service account credentials
to log on to the server. The service account username is safetica and the default password
is S@fetic@2004. In the advanced settings, enter the address or name of the server. Use
the default port 4441 for Safetica Management Console log on to the server. Finally, press
OK to confirm.

Safetica ONE X

Enter the credentials to log in to a Safetica Management Service, You
can change the server to connect to in Advanced section.

User name: | safetica

Password: | sessssssss

- ADVANCED

Here you can choose the server to connect to from the list. If it is
not listed there, you can enter its address manually.

Choose zerver; | DESKETOP-ALBVSPT -

Port: | 4441

o | cna |

2. After you start Safetica Management Console, the initial configuration wizard is opened. In
the second step, you can add your own SMTP server so that Safetica can send you Alerts
and Reports.

3. Inthe third step, you can change your safetica service account password for logging into
the Safetica Management Console. Click Continue.

Note: The service account has full authorization for all Safetica features and settings. Keep
the login credentials for this account in a safe place. If you want to provide others with
the access to Safetica, create a new account for them in Maintenance -> Access man-
agement -> User accounts -> Add account.

4. In the fourth step, you can import your company's Active Directory structure. This is only
possible, however, when the Safetica server is located within the domain. If you do not use
this option, newly connected clients will be places into the Unknown group. You can perform
import from Active Directory later in Profile -> Connection -> Server settings -> Active Dir-
ectory.

5. The fifth step will help you install the Downloader Agents and Safetica Clients on endpoints.
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After clicking the Get Downloader Agent button, an installation file with Downloader Agent is
generated and you can install it at endpoints. You can choose from two options to install the
Downloader Agent:

o0 Remote (batch) installation

0 Manual installation

After installing Downloader Agent, you can automatically install and activate Safetica Clients
by clicking Automatically enroll endpoints. The Safetica Client installation task can be man-
aged from Maintenance -> Update and Deploy.

. In the sixth step, insert the license key or customer ID. You may also enter them later in
Maintenance -> License management. Safetica features will not be available without the li-
cense key or customer ID.

. In the seventh step, you can insert your company name and email address to which Safet-
ica alerts will be sent.

. In the eighth step, you can define your company's email zone and specify content rules to
describe sensitive data. You can choose from ID numbers, credit card numbers, IBAN num-
bers and many others. In this step, you may also enable blocking of dangerous web and ap-
plication categories (malware, keyloggers, miners etc.).

By default, monitoring of applications, webs, network traffic, devices and printing is enabled.

9. Congratulations! Your Safetica is configured and you can start protecting your data.

All settings can be changed or viewed in Safetica Management Console after you finish the initial

configuration wizard.

3.3.1 Batch Installation of Downloader Agent using GPO

If you are using Active Directory, you can bulk install the Downloader Agent using a Group Policy.
To use the bulk installation, it is necessary to extract the relevant MSI package of the Downloader
Agent from the universal package.

The installation will be described on an example of installation using the Group Policy in Windows
Server 2008 R2. Described names and some steps may vary slightly depending on the version of
the server system.

1. Start the Safetica universal installer.

2. Go to Installation -> Downloader Agent -> Extract installer. In the installer configuration,

enter the server address and port to which the Downloader Agent will connect. Save the in-
stallation package on a shared disk or shared directory in the corporate network and set ac-
cess rights (read and run will be sufficient) to this folder for the desired group (probably de-

fault - Domain Users and Domain Computers).

3. Go to Administrative Tools -> Group Policy Management.
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. Remote Desktop Services
4w Active Directory Administrative Center
5 Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
[Hid Active Directory Sites and Services
| Active Directory Users and Computers
ADSI Edit
Component Services

i

e

Computer Management
Data Sources (ODBC)
DNS

Event Viewer

Command Prompt
47 Motepad

Group Policy Management
iSCSI Initiator

Local Security Policy
Performance Monitor

Allows management of Group Policy across sites, domains, and
lorganizational units within one or more forests,
@ Group Policy Management Adin

B 5O b SEJE #bl

Security Configuration Wizard
@ Internet Explorer ments BERASE
= Services
= Computer Share and Storage Management
Local Security Policy age Manag
Storage orer
Network 2ge Epl
E;'Sf_{f Paint System Configuration
=
- Control Panel @ TEREIELLT
% Security Configuration Wizard @ Windows Firewall with Advanced Security
Devices and Printers (3] Windows Memary Diagnostic

E Windows PowerShell Modules

Administrative @ Windows Server Backup

Help and Support

Run...

3 All Programs

I Search programs and files Log off Pl

4. Right-click the organizational unit to which you want to deploy the Downloader Agent and se-
lect Create a GPO in this domain and link it here ...

E Group Policy Management § I [m] 3
Z File  Action View Window Help |;li|ﬁ|
N IEEREI s

|, Group Policy Management production.autolight.com

= _ﬁ Forest: production.autolight.com

| [, Domains Linked Group Policy Objects |Gmup Policy Inher'rtancel Delegation I

B 5 [ —— — ~ :
fﬂ Create a GPQ in this domain, and Link it here... Prdef I ‘EPD I Fazal I L ERLE I EFT Statusl ML Fi_I_her
1 52/ Default Domain Palicy No Yes Enabled None

Link an Existing GPO...
Block Inheritance

Group Palicy Modeling Wizard. ..

[ (5] Starte
= n TE New Organizational Unit

1 Sites
56 Group Policy M Seardh, .,
(¢ Group Policy R Change Domain Contraller...
Remove
Active Directory Users and Computers...

View 3
Mew Window from Here

Refresh

Properties

Help

5. Give an arbitrary name to the new object (for example, Safetica Deployment).

6. Select your newly created group policy and right-click to select Edit.
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E Group Policy Management

_|al ]
& File Action View Window Help |_|- [
e | MRl
3 Group Policy Management SES Deployment
= _ﬁ Forest: production. autolight.com

2 (£ Domains Scope | Detailsl Settingsl Delegation I
= fj production. autolight.com Links
g mohq Display links in this location: Ipmdudion.amolight.com j
2 | Domain Cor Ii1es. domains, and Ols are linked to this GPO:
B =]
[5} Group Polic Enfarced -
M Fiters v Link Enabled | Enforced | Link Enabled | Path |
E Starter GP  Save Report h.autolight com No Yes production autolight com
[ Sites

= Wi 3
§Ed Group Policy Modeli 1=

[¥ Group Policy Result AR O (R S
Delete
Rename
Refresh

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:
Mame =

|
82, Authenticated Users
ﬂ Diomain Computers (PRODUCTION Y Domain Computers)

7.

In the window that opens, navigate to Computer Configuration -> Policies -> Software Set-
tings and click on Software installation.

B Group Policy Management Editor oy ] [
File Acton View Help

B RIEEEN 1

|=] SES Deployment [WIN-K2HI2GTDA version | Deployment state | Source |
= E‘ Em;.:it;;:onﬁguraton There are no items to show in this view.
= || Software Settings
Software installatic
] windows Settings
] Administrative Templat
|7 Preferences
= 4%, User Configuration
|| Policies
|| Preferences

Mame =

8. Right-click on the window with a list of software and select New Iltem -> Package ...

B Group Policy Management Editor o ] (4
File Action View Help

&5 70 Hc= | HE

|=[ SES Deployment [WIN-KZHI2GTDA | Version | Deployment state | Source |
= !B;:‘ Emg;::;;;:onﬁguraton There are no items to show in this view.
B [ Software Settings
Software installatic
] Windows Settings New Package...
] Administrative Templat
| Preferences
B ¥, User Configuration
ZJ- Policies View N
| Preferences

Mame =

Arrange Icons #
Line up Icons
Properties

Help

9. Inthe MSI package selection dialog box, navigate to the shared network folder where you
copied the MSI package with Downloader Agent, and select it.
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File  Action View Help

L M el lERENEND 7 No:

E Group Policy Management Editor

=10l x|

_EJ SES Deployment [WIN-K2HI2GTDA

Name =«

= M Computer Configuration
=l [ Policies
= [ Software Settings
Software installatic
] Windows Settings
] Administrative Templat
|| Preferences
B 4®, User Configuration
[ Palicies
[ ] preferences

tstate | Source

There are no items to show in this view.

x|
CK) | 1) WWINK2HI2GTDASTUsers\admin4\Desktop|SES deploy =k | Search SES deploy ¥
Organize *  New folder = - m @
I Favorites LENE = | Date modified | Type
P Desktop
& Downloads

/2011 3:10 PM
(222011 11:54 AM

Windows Insts

ﬁ! sqindi_10_x&64

. Windows Inst:
151l Recent Places
(7l Libraries
@ Documents
J’ Music
[E=] Pictures

B8 videos

J-;l Computer

€l Network

4]

| i3

File name: I safetica_agent

j IWindows Installer packages (*.rj

Open I Cancel |
4
10. In the next dialog window, select Assigned and confirm.
1ol x]
File Acton View Help
e ) sl B NN E N ? B
_EJ SES Deployment [WIN-K2ZHI2GTDA

Mame =

=l il Computer Canfiguration
El | Policies
= || Software Settings
Software installatic
] Windows Settings
] Administrative Templat
|7 Preferences
= 4%, User Configuration
|| Policies
|| Preferences

11. Next, open Computer Setup -> Management Templates -> Windows Components -> Win-

Version | Deployment state | Source

There are no items to show in this view.

x
Select deployment method:
) Fublished

" Advanced

Select this option to Assign the application without modfications.

oK | Cancel |

dows Installer. There, you should find the item Always install with elevated privileges and set
it to Enabled. This ensures that Downloader Agent will be installed on endpoints properly
and without problems.

22



ol

File Action View Help

NS iR

“| Internet Explorer =] B Windows Installer
~| Internet Information Services

= Locatlon.and Sensars Always install with elevated Setting I State I
- Netileeting ) privileges |i| Enable user to browse for source while elevated Not configured
- Networ: Accgss Protection o ) 4 | |i=| Enable user to use media source while elevated Mot configured
- :EFADFA PI.'D{:]:CtOI' Edit policy setting. |i=] Enable user to patch elevated products Mot configured
= P:r:::tals;:nh'noclz Requirements: Always install with elevated privileges Mot configured
- At least Windows 2000 i=| Prohibit Use of Restart Manager Mot configured
_| Password Synchronization = i
= Presentation Settings Descrintion: |=| Remove browse dialog box for new source Mot configured

| Remote Desktop Services Direct: @Ah\ravs install with elevated privileges
“| RSSFeeds syster ) ) -
_ Security Center SNV BT FE] Always install with elevated privileges PrefssSing | Next Setting
| Server for NIS This st
| shutdown Options priviles ¢ .
| Smart Card priviles € Mot Configured omment:
. progrz
=l Sound Recorder theus & Enabled

5| Tablet PC assign
_| Task Scheduler autom ¢~ Disabled
| Windows Anytime Upgrade Add ol 5
= upported on:
“| Windows Calendar | E?Q;!-_ PP At least Windows 2000
=R z
5| Windows Color System directt
_| Windows Customer Experience Improw have [
| Windows Defender indudi - Options: Help:

| Windows Error Reporting restric

| Windows Explorer - - — -
= P If you Directs Windows Installer to use system permissions when it
~| Windows Installer config
I Windows Logon Options aurren installs any program on the system.
=R T4 ._. u. | This setting must be set for the machine and the

| f L4 % Extel | user to be enforced. This setting extends elevated privileges to all programs. These
|22 setting(s) privileges are usually reserved for programs that have been

assianed to the user (offered on the deskton). assioned to the

12. After rebooting client computers for which the policy was created, Downloader Agent will
automatically install. To enforce policy updates, enter the gpupdate /force command on a
client endpoint.

13. Policy configuration is completed, and the distribution of Downloader Agent is ready now.
When the client computers are started, Downloader Agent installs.

3.3.2 Manual installation of Downloader Agent

Downloader Agent is used to install, update and manage the Safetica client at the endpoints. For
manual installation of Downloader Agent at the endpoint, proceed as follows:

1. Open the universal installer and select your language. Confirm the license conditions and
go to Installation > Downloader Agent.

2. Here you have several options:

0 Launch the installation directly from the universal installer by using the Run installer but-
ton.

o Extract only the Downloader Agent installer that you can use separately for later installa-
tions.

Note: In the third part - Tools and Components you will find components essential for
correct client or Microsoft SQL Server installation.

3. Inthe next step, fill in the following information for proper Downloader Agent connection to
server:

0 Server address — server address to which the Downloader Agent will connect.

Note: You can also enter multiple addresses that can be used by the Downloader Agent to
connect to one server. This is useful in scenarios where the Downloader Agent is in-
stalled on a laptop being used also outside the company premises where it will have a
different address for server connection. If you enter more addresses, separate them
with the | symbol. Example: 192.168.100.2|158.142.12.10|145.65.87.22.

o Port —the port where server will be listening. The default port is 4438.
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Click on Next.

4. After the configuration is saved, the Downloader Agent installer will launch. After clicking
Next, Downloader Agent will install on the endpoints and then connect to the server.

Successful Downloader Agent installation can be verified from console, where the user tree will

show the & jcon with the endpoint name. Client can be remotely installed on endpoints with in-
stalled Downloader Agent.

Note: The Downloader Agent component will be automatically installed along with the client.
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